fHpekc lNpakTukym

SRE — obecneuyeHue
HaOEe>XHOCTU CUCTEM

O1

KoMy nogonper
KYpC

DevOps-uHXXeHepaM U MHXeHepaM Mo 3KcnayaTauum

OcBoute npuHumnbl SRE v ctaHeTe rnaBHbIM 3KCNEpPTOM
No HaOEXHOCTU B BalLen KoMaHae

CuctemMHbIM agMUHUCTPATOpPaM u apxmutektopam NO

Cpenaete MHOPACTPYKTYPY NPeackasyemMom 1 cCokpaTuTe YNcio
«HEeobbACHUMBIX» cOoeB

PaspaboTtunkam

CHWM3KMTE OTTOK NOJIb30BaTeNen 3a CHET CTabUIbHOCTHU, @ HE TONbKO
HOBbIX U4

Yemy HayumTech
Ha Kypce

YnpaBnatb HagEXHOCTbIO, OCHOBbIBAsACb HA AAHHbIX
MbicnnTb Kak SRE, nepenas ot UHTYUUKMK K TOYHBIM METPUKAM

[MpuHMMaTb peLleHns, KoTopble 6anaHCMpPYOT CKOPOCTb
pa3paboTkn n cTabmnbHOCTb NPOAYKTA

BHeppsatb SLO/SLI — 310 006LWmin 93bIK AN KoMaHgbl 1 O13Heca,
4TOObI BCE MOHMMANW, YTO 3HAUUT «CUCTEMA PADOTAET XOPOLLIOY»

BbICTpO BOCCTaHABNMBaTb CUCTEMbI 6e3 Xxaoca

Co3paBaTb MHPpPACTPYKTYpPY Kak kop, (1aC) ansa 6e3onacHbix

N NpeackasyemMbix pa3BEPTbIBaHUM

HacTpanBaTb MOHUTOPWHI, KOTOPLIN NPeAynpeXaaeT O peanbHbIX
npobnemax, a He 3ax1aMNsSeT CUCTEMY YBEAOMIIEHNAMN
OpraHn3oBbIBaTb YETKME NpPOoLEecChl, YTobbl BbICTPO HaxoouUTb

N YCTPaHATb COOU, @ HE TYLUUTb «MOXKapPbl» BPYYHYIO

OnTnMmMsnpoBaTb 3aTpaTbl M NOBbILLIATb NPON3BOAUTENBHOCTb
[MpeBpawatb MHUMOEHTbI B BO3MOXHOCTU AJ19 POCTa:

OT 0BbHapy>keHunsa ao postmortem — 6e3 noncka BUHOBATbIX,
TOJIbKO Mosie3Hble BbiBOObI

AHanmn3nposaTb NPON3BOANTENTBHOCTb CUCTEM N BHEOPATb
PELLEHMS, KOTOPbIE COKPALLAOT pacxoabl 1 YCKOPSOT paboTy



ﬂHﬂEKC npaKTM KYyM 4 MECSILIA MPOrPAMMUPOBAHUE

NPOAOJIDKUTENTIbHOCTb KYPCA

SRE — obecneuyeHue
HaOEe>XHOCTU CUCTEM

03 Kak npoxoauT - ConpoBoXaeHune KypaTopamm
. O6paTHas1 CBA3b OT OlNbITHbIX HACTABHNKOB
obyyeHue

- BopkLionbl € 3kcnepTamu

- Teopwus Ha nnatdopme lNpakTnkyma

- [lpakTnyeckme 3agaHms C peBbIO Ha FTOTOBOM MHPPACTPYKTYpPE
B obnake

YTo BaC XXAET Ha 0ObyyeHun

2 NPaKTUYEeCKMUX BOPKLLONA
No paccnegoBaHuMIo
MHUMOEHTa, CO34aHUI0
postmortem 1 NPocUETY
BPEMEHM MpOoCTOos

MonHbin umkn SRE:
oT 6bICTPOro o6Hapy>keHUs

[dnnnom

O NpodeccnoHanbHoOM
nepenoaroToBke

0O YCTPaHEHUNA N aHAJ1N3a
«roX<apa»
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fHpekc MNpakTukym

SRE — obecneyeHue
HaOEeXXHOCTU CUCTEM
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- [1encTBus Npu MHUMOEHTE
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- Best practice

- KoMMyHMKauum Bo Bpemst
NHUNOEHTA
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« Postmortem
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« DKLUH-MNaHbI

- PeTpocnekTnBa gencreumm
Ha UHUMOEHTE

- Cbop nHpopmaLum
M aHanM3 MHUMAEHTA

« WccnepoBaHume npobnemsl

« lMopcyét ybbiTKOB
OT «MnoXapa»

07

Kak CHU3UTb pUCKMn
OyAYLMX «MOXKAPOB»:
OTKAa30yCTOMYMNBOCTb

- RTO/RPO

« Jlyywive npakTmku
AN yBeNMyeHms
[AOCTYMNHOCTW NPUOXEHUS

« Jlydwme npakTnku
Nno opraHn3aunu
OTKa30yCTOMYNBOCTH

+ Jlydwme npakTnku
AJ151 NOBbILLEHUS
OTKa30yCTOMNYMBOCTM
B Kubernetes

08

Kak cCHU3uTb prUcku
OyAYLMX «MOXKAPOB»:
HaaEXXHOCTb

- Disaster Recovery Plan

- TecTupoBaHue
OTKa30yCTONYMBOCTU
MHPPACTPYKTYPbI

- Texponr

- TpeboBaHus
K OTKQ30yCTOMYMBOCTM

09

Kak cHu3unTb Bpems

YCTPaHEeHUs «rnoXKapa»

- [lexypcTBa

- [lepepaya 3HaHMKM M OMbITa

- ABTOMaTM3aUMSA peakLmnm
Ha anepTbl

- LlWym B aneptax



} BeegeHue B SRE 01

1 Hepens - BosHukHoBeHMe SRE B Google, ncxogHble NpUYnHbI U NPobIeMBbI,
KoTopble pelwaeT metogonorusa. SRE Books. KoHuenuumn, nogxon,
KYnbTypa, PO U HaBblkK crieymanncTa no SRE.

« Otnnume SRE ot DevOps: y3HaeTe, B YEM MeXay HUMUK Pa3HULA.
DevOps — 370 Habop NPAKTUK 1 USMEHEHWNI B KYIbTYPE,
a SRE — 310 BapmaHT umnnemeHTauun.

« SLI/SLO /SLA: no3HakoMmnTech C TEPMUHAMU, NX HA3HAYEHUNEM,
NPUHUMNAMN U 3a4eNCTBOBAHHbIMU NTNLAMMW.

- Golden Signals: ncropvms BO3HUKHOBEHMS, YTO O3HAYaloT, MOYeEMY
OHW BaXXHbl U KaK MX UCMONb30BaThb.

- Error Budget: nogxopn, npunHUMN, NCNONb30BaHME, BaXXHOCTb,
Naeann3npPoBaHHbIA BAPUAHT B CPaBHEHUM C peasibHOCTbIO.

MHCprMEHTbI n TexXHo/ormm npaKTMKa
« SLI MponpéTte TecTbl U KBM3bl, YTOObI 3aKPENUTb CBOM 3HAHMSA O NPAKTUKaX
- SLO n nopxopax SRE
- SLA
- Error Budget
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§ CumnTombl «noxkapa» 02

2 Hepenu - Cnocobbl nony4yeHus nidopmaumm od MHUMAEHTAX:

1 npoekT B3aMMOENCTBKE C NOJib30BaTeENAMM, COOP KIMEHTCKMX OLLNOOK
N CEPBEPHbIX METPUK, aHANN3 NIOFrOB, METPUKUN, OCHOBAHHbIE
Ha norax, CUHTETUYECKME TECTbI, TECTbl Ha NPOAAKLLHE,
real user monitoring.

- Kpocc-cncrtemMmHble MEeTPUKU: BaXKHOCTb, MOHUTOPUHI UHTErpaumm
MeXay CUCTEMaMn N BU3HEC-METPUKAMU, MOHUTOPUHT MPOAYKTa
B LIE/TOM U KaXKO0ro KOMMOHEHTA.

- AHanm3 n pa3bop MHUMOEHTOB: NPeAVKTUBHbIM aHann3, pasbop
Pa3NYHbIX CUTYaUU, NOCNeacTBmna 6eCcKoHeYHbIX OOHOBNEHUI
0e3 backoff-TarimM-ayToB, KOTOpPbIE YBENNYMBAIOT Pa3Mep OYepean.
Pacuét konnyecTBa penankK 1 JonyCTUMOro Konmn4vecTBa «yMepLUInX».

« SLI/SLO/SLA: cnocobbl 1 BaxXHOCTb NpaBUbHOro onpeaenenms SL,
XopoLluue v nnoxue npmumepsl, coBetbl. OTnmnume SLO oT SLA,
cnocobbl onpegeneHuns 3HavyeHnsa SLO u ero nogcyéta. OnncaHume
A03BONIEHHOIO BPpEMEHW JayHTanMa Npu PasNNYHbIX 3HAYEeHMAX
SLO v BnngHme konnyecTBa OeBATOK Ha CTOUMMOCTb
MHPpPACTPYKTypbl. LlenecoobpasHocTb 60/bLLIOro KonmyecTsa
NEBATOK.

« SLO: 3aBncumocTtb SLO koMmnoHeHTa oT SLO BbilwecToaLwmx
N HMXKECTOALWMX KOMIMOHEHTOB, NOACYET cyMMapHoro SLO
NpPoayKTa.

- TexHunyeckme MeTpuKmn: onmcaHme PacnpPoOCTPaAHEHHbBIX TEXHUYECKMNX
MeTpuK ansa 63keHaoB, GpoHTEHOO0B, 6a3, ouepenen, Beb-cepBepoB
1 6anaHCcMpPOoBLUMKOB. [prMepbl MICMNONb30BAHMSA N apryMeHTaLms,
Nno4YemMy HY>XHbl UMEHHO 3T METPUKN.

- BusHec-meTpuKn: BaXKHOCTb BU3HEC-METPUK U UX OTINYnE
OT TEXHNYECKNX METPUK.

- Golden Signals 1 RED: paznunuuns, npMeHMOoCTb 1 NPUMepbI

MCNONb30BaHUA.
NHCTPYMEHTbI U TeEXHONOrnm MpakTuka
SLI Onpepenute SLI n makcnumanbHbin SLO ¢ yuétom SLO onncaHHbIX
SLO 3aBUCUMOCTEN NpunoxeHus. NocumTtaete gONyCTUMOE BpeMs ayHTanma
SLA NPUNOXEHUS
Golden Signals
RED
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KakK y3HaTb 0 «noXXapey»:
HabnpaemMocTb 03

2 Hepenu - Jlorn, MeTpuKmn 1 TPENChbl: BUAbl CUCTEM XPaAHEHUS, areHTbl

1 npoekT ans cbopa, Ux paznnumsa n ocobeHHocTn. Pasbop npumepa
MCMNOJIb30BaHNSA, YCTAHOBKA W HAaCTPOWKa, BaXXHOCTb CTPYKTYpbI
[OaHHbIX, BIUSHME Ha NPOU3BOANTENBHOCTb M CTOMMOCTD,
PUCKN N MPeaocTepexXeHmns, CoBeTbl MO BHEAPEHMIO.

- Busyanusaumsa noros, MeTpuK 1 Tpencos B Grafana: ycTaHOBKa
M HacTpomnka Grafana, HaCTpoWKa 4aTacopCoOB M JEMOHCTPaLMS
coOpaHHbIX NOroB/MeTpUK/TPencos.

MHCTpYMEHTbI U TeXHONOrnmn MpakTuka
- Grafana HacTtpouTte nokanbHbin 3k3emnnsap Grafana Loki, oTnpaBuTe TecToBble Norm
- Loki yepe3 API Loki n Busyanmanpyete nx B Grafana
« Mimir
- Prometheus
- Tempo

- OpenTelemetry



§ Kak y3HaTb 0 «noxape»: MmeTpukn 04

2 Hepenu - Koppenaums MeTpuK, NoroB 1 TPENCOB: NOYEMY 3TO BaXKHO
1 npoeKkT 1N YeM Nose3Ho, Kak HaCTPOUTb N KakKne HY>KHbl MPepeKBMU3UTbI
[N151 3TOro, Kak UCMNo/b30BaTh.

- AnepTbl: HA3HAYeHWe, TPELLXONAbl, Severity anepTos,
NX KPUTUYHOCTb, Pa3HULA MeXay severity 1 KpuTnyHocTbio. O630p
CMUCTeM J0CTaBKM anepToB. [Mpumep KoHdurypaumm Alertmanager,
NHTEerpaums ¢ UICTOYHUKaMM anepToB U CNocoboM JOCTaBKU:
NPV NOMOLLU NOYTbI, MecceHaykepos nnn CMC.

- Tunbl MeTpUK: ramg no Trmnam MeTpuk (counter, gauge, histogram
n apyrum). Pasnmnuns, npuMeHnmMocCTb, MPUMepPb! Pa3HbIX TUMNOB
METPUK U3 NOMYyNAPHbIX ONEHCOPC-MPOAYKTOB, MX OCOOEHHOCTN,
BU3yann3aunsa nokasaTtenemn.

« @YHKUMM arperaumm MeTPUK: B YEM NX NONE3HOCTb U BaXXHOCTb,
3a4eM 3TU GYHKLUMU HY>XKHbI U KaKne eCTb OCOOEHHOCTH, ny4lune
NpPakTUKU. BnnaHmne pyHKUMI arperaumm MeTpuk
Ha NPOM3BOAUTENbHOCTb CUCTEM XPaHEHUS METPUK
N ONTUMM3ALMIO CNIOXKHbIX 3aMNpPOCOB.

- [awbopapl: nogxoabl K co30aHMio gawbopaos, UMMNOPT U 3KCMOPT
rotoBbIx AawbopaoB. KoHdurypaumm Grafana. OtobpaxxeHune
Pa3NINYHbIX TUMOB METPUK B Pa3HbIX BapraHTax BU3yanm3auun.
BuoykeTbl, BAMSIHUE CNOXHbIX KOMMJIEKCHbIX AalbopaoB
Ha NPON3BOAUTENBHOCTb CUCTEM XPaHeHUs. JTyuline NnpakTukm
MO CO3aHMI0 1 ONTUMU3aLMU Jawbopaos.

MHCTpYMEHTbI U TeEXHONOrnmn MpakTuka

Loki Pa3BepHeTe nokanbHoO 3k3emnnap Prometheus nnm Grafana Mimir

Mimir N 3anycTuTe TecToBoe NpunoxeHne. Cobepéte meTpukm B Prometheus
Tempo nnu Grafana Mimir, Busyanusupyerte ux B gawbopae Grafana n HacTpoute
Grafana TeCTOBbIN anepT Ha cTopoHe Prometheus

AlertManager
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l Yto penatb Bo Bpems «no)kapa» 05

2 Hepenu « VIHUMOEHTbI: YTO CYMTATb MHLIMAEHTOM, @ YTO HeT. Pasnnums
1 NPaKTUKOOPUEHTUPOBAHHASA MeXay O0OblYHbIM aNepPTOM U PeanbHbIM UHLIMAEHTOM, UX BNIUSAHME
poneBas urpa Ha busHec.

- [JencTtBumsa Npu MHUMOEHTE: Kak cebsa BecTu npuv NossBNeHNA
MHUMOEHTA, YTO AeNnaTh B MepPBYIO o4epepb, YTO OT/IOXUTb Ha MOTOM.
Pazbop cnTyaumm npm KNacCUYeCKoMm rnoaxoae U CpaBHeEHUEe
c SRE-noaxonoMm. Pa3Hble ponu Bo BpeMS MHLIMOEHTOB, 30HbI
OTBETCTBEHHOCTM 3TUX PONen, UX CKPUNT NOBEAEHMS 1N NOPAA0K
NENCTBUN.

. DCKanaums: BaXXHOCTb 3CKaNaLlMOHHOW MOAENW, Hann4vme
3CKanaumm B paboyee 1 Hepabouee BpeMms, pacckas
MNPO MHCTPYMEHTbI, NPUMEP YCTAHOBKM N HacTponku. OnuncaHue
yCnoBHbIX ypoBHen (L1/L2/L3) on-call-nHxeHepa, AexypcTBa,
POTaLMK, MOJMEHDI.

- Best practice: BayxHOCTb XPOHOOrMM COBbITUN, KTO, YTO 1 KOraa
coenan, Yto nony4mnock. Pacckas npo war-pymel, TNOEPCTBO
B MHUMAOEHTE N Ha3HAaYEeHUU PONeNn, onmcaHme nopsaaka 4eENCTBUN.

» KoMMyHuMKauum Bo BpemMs MHUUAEHTA: BHYTPU KOMaHpbl,
MeX Ay OTAeNaMu, BHY TP KOMMNaHUU U C KNneHTaMu. PasnnyHble
crnocobbl KOMMYHMKaLMKM 1 Statuspage.

« TpabnwyTUHI: KaK peLlaTb NPobnemsbl, C Yero HauyMHaTb,
Ha YTo obpalLaTbh BHUMaHMe. Pa3bop nprmepa MHLMAEHTA U MOUCKa
npobnembl. MuTurauus npobnemsbl, OTANYME OT MOTHOLEEHHOrO
peLleHns, Lenb 1 cnocobbl.

MHCTpYMEHTbI U TeXHOOrnmn MpakTuka

Alertmanager [Moy4acTByeTe B pO/IeBOW Urpe Mo paccieaoBaHMo MHUMOEHTA
GoAlert

Loki

Mimir

Tempo

Grafana
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 Yrto penatb nocne «noxkapa» 06

2 Hepenu
1 NPaKTUKOOPUEHTUPOBAHHASA
ponesas urpa

MHCprMEHTbI n TexXHoormm

GitLab
Postmortem

Postmortem: Lenb, BayXxHOCTb 1 CyTb NpoLeaypbl, CTPYKTYPa,
Ha3Ha4YeHue N anropuTM NCNonb3oBaHuUs. Jlyylume npakTUKn
MO HanMcaHuio.

Blameless-kynbTypa: noyemMy BakHa, Kakie npobnemMsbl peLlaer.
OnucaHuve noaxopaa, NPUMepPbl MIOXUX U XOPOLLMX CUTYaLUIA.

DKLLIH-MNJ1aHbl: 3a4€M HY>XHbI NNaHbl AEeNCTBUN, NOYeEMY
nocne MHUMAEeHTa HaJo X NUCaTb N MCKaTb KOHKPETHbIX
NCMONHUTENEN, CTaBUTb AealanHbl U NPOBEPATL CTaTyC.

PeTpocnekTuBa AeNCTBUIN Ha UHLUMOEHTE: KaK pa3obpaTb, YTO Obl/Io
XOPOLLO UM MNIOXO, YTO HYXKHO UCMPAaBUTb B yNPaBIeHUN
NHUMOEHTaMN Ha Oyayliee.

CbHop HPOopMaLUM N aHaNN3 UHLMOEHTA: MOYEMY BaXKHO cobupaTb
MHDOPMALMIO MO FOPSAYMNM CriefaM, AaxKe eC/iN UHLUMOEHT CNy4Yuncs
Houblo. [epBUYHbIN aHaNN3 NHLIMAEHTA, onpeaeneHne Cnmucka
BO3MOXHbIX NEPBONMPUYMH.

NccnepoBaHue npobnembl: cOop JONOMHUTENbHbIX JaHHbIX, METPUK
1 NTOroB, NPOBePKa rmnoTes, TeCTUPOBaHWE, BOCMPOMN3BEOEHNE
Ha HenpoAaKLH-OKPYXeHUsX.

MNMoacYéT yObITKOB OT «MOXapa»: y3HaeTe, noyemMy BaXKHO
onpenensTb pa3mMep notepb O13Heca 3a BpeMs NpocTos, Kakme
€CTb Ccrnocobbl X NoAcUYETa, pekoMeHaaumn. TPeKUHr NoTepb
Ha NOBTOPSAOLLMXCA MHUMOEHTaX C aHaorn4HbIMU
nepBonNpPUYNHaAMM.

MpakTnka

MNMoyuacTByeTe B PONIEBOM UrPe Mo CO34aHMIo postmortem 1 noacyéTy notepb
3a BpeMs NnpocTos
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Kak cCHU3UTb pncku byayLmx
«MNoXKapoB»: oTKazoyctonunBocto  O7/

2 Hepenu
1 npoekT

MHCprMEHTbI n TexHosnornn

- Kubernetes
- GitLab

- Terraform
- Ansible

- DNS

+ nginx

- RTO/RPO: yeM oHM paznuyatoTcs, 3a4eM HY>XXHbl, [AE NCMOJb3YHOTCS

1 Ha YTo BmsoT. Cnocobbl onpeaeneHnsa 1 NoAcYETa, BIMAHUE

Ha SLO/SLA. Jlyuwimne npaktukm no Bbidbopy RTO/RPO gnsa pa3Hbix
TUNOoB AaHHbIX. 3aBrucuMocTb RTO/RPO o1 613Heca 1 3aKOHOB.
BnnaHme RTO/RPO Ha cToMMOCTb MHOPACTPYTKTYPbI M MPOAYKTA.
Jlyulumne npakTuUkKm npu yaosneTsopeHnmn pasnmydibix RTO/RPO.

Jlydlume npakTUKM gns yBenmyeHmns JoCTynHOCTU NPUTOXEHUS:
pe3epBHble pPennkKmn, 0TKa3oyCTOMYMBOCTb BHYTPU OHOIo
JaTa-ueHTpPa U BHYTPWU HECKONIbKUX, B OHOM pPernoHe

WJTN B HECKOJIbKUX, Ha YPOBHE HECKOJbKMX 06nakoB. Ba)kHOCTb
yOANEHHOCTW JaTa-UeHTPOoB ApYyr OT Apyra v oT NoJsib3oBaTens.
KBOTbI, TMMUTbI pa3HbIX NPOBalaepoB, COBETbI MO OpraHn3aumm
OTKa30yCTOMYMBOCTW A1 pacnpenenéHHbIX cuctemM. XpaHeHue
paHHbIX, Kewwn, CDN.

Jlydwime npakTUKM No opraHn3aumm oTKa3oyCTOMYNBOCTU:
onuncaHue Tononorum MHPPacTPyKTypbl, banaHcmpoBka Tpadpmka,
ynpaeneHme Tpadumkom, blue/green, canary, 6anaHCMpoOBKa CECCUN,
onmcaHme banaHcnpoBLmKoB L4/L7 n nx pasnuunn. JlyJwine
NPaKTUKMN NO HACTPOMKE Ha NPUMEPE ONMEHCOPCHbIX PELLEHUN.

Jlydlume npakTUKK s NoBbILLEHNS OTKAa30yCTONYMBOCTH

B Kubernetes: Replicas, HPA, VPA, requests/limits, PDB, node afinity,
pod afinity, taints/tolerations. MynbTn3oHanbHble
Kubernetes-knactepbl. BO3MOXHble CXeMbl peannsaumm Ha YpPOBHE
Heckonbkux Kubernetes-knactepos B pa3HbIX 30Hax AOCTYMNHOCTW.

MpakTnka

Onpepenute RTO/RPO, npeanoxute CBOM BapuaHT Pa3BEPTbIBAHNS
N NPUMEHNTE NydLINE NPAKTUKU 19 HEro
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Kak cCHU3unTb pUCKu dyayLumx
«MOXXapoB»: HAAEXXHOCTb 08

2 Hepenu
1 npoekT

MHCprMEHTbI n TexHonornmn

- [naH peakuum Ha UHLMOEHTbI
- MeToabl NpoAaKLLH-
TeCTUPOBaHUA

Disaster Recovery Plan: 4To 3T0O 1 3a4eM OH Hy>XeH, OT Yero cracaeTt
N KaK NPUBOAUTCSA B AencTBme. 3aBucuMocTb nnaHa ot RTO/RPO.
CxeMa onncaHus, JOKYMeHTaUUS, NPUHATNE pelleHns O BBEAEHUM
B JencTteume. PyyHas nnm aBtoMmatmyeckas akTmBauums.

TecTnpoBaHMe 0TKa30yCTOMYMBOCTU MHOPACTPYKTYPbI: PyYHOE
COrnlacoBaHHOE BbIBEOEHNE N3 CTPOS Pa3/IMYHbIX KOMMOHEHTOB

Ha NpoaakKLUH. ViccnegoBaHme pe3ynbTaToB, BIMSHME Ha O13Hec,
npoBepka padbotocnocodbHocTn DRP u poctuxennsa sHaveHns RTO/
RPO. ABTOMaTN3MpPOBaHHOE COrNacoBaHHOE M HECOIrNIaCoOBaHHOE
TeCTUPOBAHME OTKA30YCTOUUNBOCTU, XaOC-UHXXUHUNPUHT. Teopus

N NPUMEHUMOCTb, NPUMEPbI MHCTPYMEHTOB U peann3aLnn.

Texponr: B NPUNOXeHUaX, MHQPaACTPYKTYpPE N KOHPUrypauunsx.
BnusaHue Texgonra Ha 0TKa3oyCTOMYMBOCTb, AOCTYMHOCTb CUCTEM
1N NoTepu KoMnaHmm. HeobxogmMmMocCcTb NOCTOSAHHOM PaboThI

N0 YCTPAHEHUIO TEXAONTra.

TpeboBaHMA K 0OTKa30yCTOMUYMBOCTU: BHEJPEHNE TPEOOBaHN

K KOofy, 4TOObl 06ecneunTb HeEOOXOAMMYO OTKa30yCTOMYMBOCTb.
BHeppeHmne ckpmnToB npoBepkn, opMnpoBaHmne TpedboBaHni,
npakTuka Quality Gates, KOTOpbIM AOMKHbI YOOBETBOPATh
APXUTEKTYpPaA NPUNOXEHNIN N MHDPACTPYKTYpPA.

MpakTnka

CocTaBuTte nnaH peakunn Ha MIHUWAOEHTDI, MPUMEeHUTE METObl
nPEodaKLH-TECTNPOBaHNA
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Kak CHU3UTb BpeMA YCTPpaHEHUA
«rnoXkapa» 09

2 Hepenn - [exypcTBa: opraH13aLms, X BaXXHOCTb U Liefb. 30Hbl

1 npoekT OTBETCTBEHHOCTW, YYET YaCOBbIX MOSICOB NOMb30BaTENEN N YIEHOB
KOMaH[pl, Y4ET HOPM paboyero BpemMeHu. Jlyylume npakTnkm
Mo NOACHYETY HeEOOXOaMMOIro KONMYEeCTBa NoAeN Ana AexypcTsa.

- [lepepayva 3HaHU U ONbITa: BedeHne OoKYMeHTaummn, nepenaya
3HaHWN, poTaums B KOMaHAe, obyyatoLime TpeHUHrn. [NoarotoBka
Run-Books, roe onncaH Y€tk NnopaaoK AeNCTBUm
NpPW BO3HUKHOBEHWN TUMOBOW NPOONeMbI.

- ABTOMaTM3aUMSA peakLUUM Ha anepTbl: HANMCaHWE CKPUNTOB
Ona yCTpaHeEHNA TUTMOBbIX r|p06neM. Bo3MoxHble MHCTPYMEHTDI
N CXeMbl peasin3aunn.

- LLlym B anepTtax: Hannune n BNMsIHME Ha KOMaHAay, NPUYnHbI
BO3HWKHOBEHWS, COBETbI MO YMEHbLUEHUIO LLYyMa, NPUMeEpPHI
PAa3/IMYHbIX BUOOB LWyMa B aneprtax. Pnanatowme aneptbl U paboTa
C HUMW, peakumsa Ha HMX. False-positive-anepTbl: YTO 3TO TaKoe,
novyemy BO3HUKAIOT, KaK BINSAIOT HA KOMaHAY U Kak C HUMU

OopoTbcs.
MHCTpYMEHTbI U TeXHOOrnmn MpakTuka
Alertmanager MpepnoxuTte pelwleHns ana ¢nanatowero m false-positive-anepTta,
GoAlert a TaKXXe A/19 anepTa O 3aKaHYMBAKOLLEMCS MeCTe Ha JUCKe.
Terraform [lna npennoxeHHbIX anepToB onpeaennTe KPUTUYHOCTb U severity

Ansible
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