fHpekc lNpakTukym

Cneunanuct no MHPOPMaALIMOHHOWN
6e3o0nacHoOCTH

MosacHeHus K crnoBam MHOCTPRAHHOIO NPOUCXOoXaeHud

30ecb cobpaHbl NOACHEHUS K C/TOBaM MHOCTPAHHOI o
MNPOUCXOXOEHUS, KOTOPbIE NCMOb3YIOTCA B MPOrpaMMe Kypca,
HO MOKa He BK/I0YEHbI B C/TOBAPHYHO HOPMY PYCCKOro A3blKa.

O1 Komy nogonger HauunHatowmm 6e3 onbiTa

KYpC Ecnu Bbl TONbKO HaYMHaeTe NyTh B l/lHCbOpMaLI,I/IOHHOIZ“6€3OI'IaCHOCTI/I
N He MMeeTe TEXHMYECKOIo onbiTa. Mbl 06bscHAeM BCE € Hynst — 6e3 Bofpbl,
C pOKYCOM Ha NPaKTUKE U peasibHbIX HaBblkaX. [loCTaTOYHO yMEeTb
NO/Ib30BaTbCs KOMMbIOTEPOM Ha 6Aa30BOM YPOBHE — OCTaSIbHOMY Mbl HayuYnM.

Cneuunanuctam ns cMexHoix IT-chep

Ecnu Bbl paboTaeTe B CUCTEMHOM aMUHUCTPUPOBAHUN, TEXHNYECKOWN
NoaaepPXKKe NN APYrnx CMEXKHbIX OTPACIAX U AYMAETE O KapbepHOM pPoCcTe —
KYPC NOMOXET BaM NepenTu B MHGOPMaLMOHHY0 6e30MacHOCTb, NOBbICUTb
KBaNMPUKaLMIO U MONYYUTb CTPYKTYPUPOBaHHbIE 3HaHUA. Bbl cMoykeTe
NPUMEHATb MaTepuan cpasy B paboTe, a TakXke NoAroToBUTLCS K Nepexoay

Ha HOBYO JOIXHOCTb UM CMeHe PaboThbl.

CTyﬂ,eHTaM " BbiINMYCKHUKaM TEXHUYECKUX cneymnanbHOCTEN

Ecnu Bbl yumTech B By3e U KOJIEAYKE, HO YYBCTBYETE, UTO HE XBaTaeT
NPaKTUKN N aKTyasbHbIX HaBbIKOB, Ha KyPCe Bbl CMOXETe 3aKpbITb
TeopeTnyeckme npobesbl, NONPaKTUKOBATLCA B HaBblKaxX Ha BUPTYasbHbIX
MaLUWHaXxX 1 cobpaTb NopTPonno, 4Tobbl yBEPEHHO NPETEHAOBATb

Ha CTa)XMPOBKM 1 NepBble paboune no3mumnm B chepe knbepbe3onacHOCTM.

02 KaKme 3HaHUS - AoMuHucTpupoBaHue ceten n HacTpomka OC (Windows un Linux)
ON151 NOBbILeHNs 6e30nNacHOCTU MHPPACTPYKTYPbI;
N HABbIKI

- Hanucanue ckpunTtoB Ha Bash 1 PowerShell;
ocBonTe - YcTaHOBKa M HAaCTpoKa CpeacTB 3aLmTbl MHbopMaLnu;

- BbIsiBNeHMe npunymnH nageHnsa CUCTemM 1 nogaepxaHue pa6OTOCI'IOCO6HOCTM
MHCTPYMEHTOB;

+ Peanusaumsa 6e3onacHbIX peLleHuin CornacHo 3akoHoaaTe bHbIM CTaHAapTaM;

- TpeboBaHUsA N 0COOEHHOCTM 3aLLMTbI MHPPACTPYKTYPbI
B BOCTPebOoBaHHbIX OTPaACNsAX: KOMMePLMS, GUHAHChI
N rOCYdapPCTBEHHbIE CEPBUCHI.

03 Kak n poxoounT - Teopwusa n npakTukKa Ha nnatdopme lNpakTrkyma
- Kakgpbin TeopeTmnyeckunii 651ok 3akpennseTcs NpakTM4ecKnm NpoekTom
obyyeHne

- lMpakTnyeckune 3agaHnsa Ha BUPTYalbHbIX MallMHax B Anaekc.Obnako
- KomaHpa conpoBoxpaeHnsa byageT noMoraTb BaM Ha NPOTAXKEHUN
BCero obyyeHus

. OHﬂaVIH'CeMMHapr 04 3aKpernieHna Mmatepumalia nin pa36opa CNTOXXHbIX
MOMEHTOB



https://praktikum.yandex.ru/production-anglicizm-glossary/programming-courses-glossary

fHpekc lNpakTukym

Cneuumanuct no MHPOPMaALIMOHHOWN
6e30nacHoOCTH

Y10 Bac XXAET Ha 0OyyeHumn

AKTyanbHble UHCTPYMEHTbI [MpakTnka, OCHOBaHHas OO6yu4eHune oT 3KCNepToB
1N Noaxo4bl K 3awmTe Ha peLLeHNN peanbHbIX n3 AHgekca n opyrux KPynHbIX
NHOPACTPYKTYPbI KOMMAHUU paboumnx 3agay KOMMaHUN

O'] B ‘-IéM CYTb CneuymanucTt no nHdopmMaLMoHHOM Bbe30nacHOCTU 3aLMLLLAEeT KOMMNAaHUK
OT Knbepartak, yTeyek JaHHbIX M BHYTPEHHUX YrPo3.
npodeccuu

OH HaCTpanBaeT 3allnTy, aHalIM3NPYET NOOO3PUTENIbHbIE cobbiTuS, pearmpyet
Ha MHUWNOEHTbI U MOMOraeT COGJ'HO,D,aTb 3adKOHbI MO pa60Te C AAdHHbIMW.

Bes Hero komMnaHma pUCKyeT NoTepsTb AeHbI N, PenyTaLmio 1 JoBepue
KIINEHTOB.

02 B KaKnXx chepax CneumanucTbl No MHGOPMaLMOHHOM 6e30nacHOCTH BOCTpeQOBaHbl NOYTU
Be3[e, rae ecTb LUndpoBble AaHHble. bonblie Bcero BakaHcuin — B 6aHKax
Pa ooTaloT 1 GUHAHCOBbIX OPraHM3aLmMaX, FOCCTPYKTYpPaXx, I T-MHTerpaTopax v KPynHbIX
KOpnopaumsx, rae 0cobeHHO BaXKHO 3almLLaTh MHGOPMaLIMIO OT yTeuek
v atak. Takxke CVBbl paboTatoT B TEXHONOMMYECKUX KOMMaHUSX,
TeneKoMMYyHMKaLMSX, SHEPreTUKe 1 Aaxe B cTapTanax — mobas KoMrnaHus
C J@HHbIMU U UHTEPHET-NHOPACTPYKTYPOW HY>KOAETCS B 3aLLMTE.

03 Ka Kne 3aga4u Paccnepyiot nopo3puresnbHble CObbITUA — HanpuMmep, eCnNny CoTpyaHuKa
C paboyero KomMmMbloTEPA BHE3AMNHO HAYaIM CKa4yMBaTbCs ThiCa4n Galnnos,

pewaroT cneumanmncT no nHdopMaLMoHHON 6e30MacHOCTU MPOBEPUT,
He CKOMMPOMETUPOBAH /M aKKayHT,  BOBPEMS OCTAHOBUT YTEUKY JaHHbIX.

HacTpoiika 3awuTbl 451 HOBbIX CEPBUCOB — KOrja KOMMNaHWs 3anyckaeT
OHNanH-cepBuc, cneuyannuct Nb npoBepsieT, Kak nepenatoTcs AaHHble,
HeT NN YA3BMMOCTEN 1 HE MOXKET /1N 3/T0YMbILLNEHHUK NMOMYYNTb JOCTY
K NepCcoHanbHoM MHPOPMaLIMK, ECNIN HAXOAUT YA3BUMbIE MecTa —
npeanpPUHMUMaeT Mepbl Mo 3aWwmTe MHPPACTPYKTYPbI.

OG6y4aloT COTpyAHUKOB 6€30MacHOMY NoBefeHuto — Hanpumep,
NPOBOAAT TECTbI HA PULLNHT: PACChINAOT «UKTMUBHbIE» MNCbMA U CMOTPAT,
KTO nonageTcs, YToObl NOTOM OOBACHUTD, KakK Pacno3HaBaTb HAaCTOsALME aTakW.

04 Ka pbepH ble 3 roga B rog MIHTEHCUMBHOCTb KMbepaTak B MMpe NPOoOo/IKAET PacTu.
[Mpr 3TOM CO CTOPOHbI FOCYAAPCTBA PACTYT WTPadbl 33 yTEUKMN NEPCOHASbHbIX
nepcrneKkTmBsbl OaHHbIX. BCé 3To NoposkaaeT YyCTOMUMBBIN CNPOC Ha KBaNMMOULIMPOBaHHbIX
cneumannucToB No MHpopMaLMoHHOM 6e3onacHOCTU. B cBS3K c yeM oTpacib
BNSAETCSA OQHOM N3 CaMblX BbICTPOPACTYLLMX.
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3aprnjiaTHas BUJIKa

87500%P 155000%P 280 000 P

MnagLwuii cneuuanmncT Cneuunanuct no MHGoPMaLMOHHOM CTapLumii cneyuanmnct
No MHPOPMaLIMOHHOM Be3oMacHOCTH 6e3onacHocTn No MHOPMaLIMOHHOM 6e30MacHOCTH

Ha Kypce — BCE, YTO HY)KHO, YTOObl HA4YaTb Kapbepy aHaNUTUKa

[Annnom o nepenoaroToBke HenpepbiBHas npakTuKa

[MopTdonno ns 4+ npoekToB [TomMoLb B TPYOOYCTpONCTBE
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Cneuumanuct no MHPOPMaALIMOHHOWN
6e30nacHoOCTH

CpaBHeHue TapudoB

Ha3BaHuUA oL,eHUBaeMbIX Cneuuanuct no nHpopMaLMOHHOMN Cneuuanuct no nHpopMaLMOHHOMN
KpUTepues 6e3onacHocTU 6e30MacHOCTU pacLUUPEHHbIN
nntenbHoCTb 11 mecsueB 13 MecsaLeB
KaHukynbl 6 Hepenb 7 Hepenb
Harpy3ka ot 15 yacoB B Hepgento ot 15 yacoB B Hepgento
MpakTnka Ha BupTyanbHbIX MaLlLMHaX Ha BupTyanbHbIX MalLMHaX
B AHpekc.Obnako B AHpekc.Obnako
MomoLp B TPYAOYCTPOUCTBE v v
BakaHCKM 1 CTaXXMPOBKM OT NapPTHEPOB v v
ConpoBoxaeHune: HaCTaBHUK, v v
npenogasaTenb, PEBbIOEPDI, KypaTop,
Texnopaep>xKa
BebuHapbl v v

+ Ceccums BOMNPOCOB M OTBETOB
C 3KCNepToM No MHPOPMaLMOHHOMN
6e3onacHocTK 13 AHpeKkca

[MpoekTbl B NOPTHONMo 4 npoekTa: 6 NPOEeKTOoB:

3 NpaKTUYeCcKnx + 1 NTOroBbIN 3 NpaKTUYEeCKMX NPOEKTa

+ 3 6u3Hec-kenca ot Anpekca
N3 pa3HbIX oTpacnen: PUHTeXx,
roCyOapCTBEHHbIE CEPBUCHI,
KomMmepLuums

NToroBbin NpoekT BbinonHseTcsa caMmocTosATeNnbHO BbinonHseTcs caMoCcTosATENbHO +
CONpPOBOXAEHME OT HACTAaBHMKA
B POV TUMITNTA B PEXNME,
NPUBINXEHHOM K peanbHow paboTe
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[lpenmyLiecTBa paclULMPEeHHOoro

Kypca

01 bonblue npakTnku

02 ConpoBoxaeHune
NTOroOBOIro MNPOeKTa
NPNONMXXeHo

K peanibHOM paboTe

03 JkcnepTtula AHpekca

B 6a30BOM Tapude Bbl CMOXKETE BbINONHUTL 4 NpoekTa B NopTdonmo.
[Mporpamma pacwmpeHHoro Tapuda npegnaraeT Te Xe 3 MPakTUYeCcKnx
npoekTa + 3 bu3Hec-Kenca n3 BocTpeboBaHHbIX oTpacnen (GUHaHCHI,
rOCy[apCTBEHHbIE CEPBUCHI, KOMMepLMS). OanH N3 KENCOB — UTOMOBbIN
NPOEKT.

[MovyeMy MMeHHO 3TK oTpacIn? Mbl NPOaHANM3NPOBaNN PbIHOK BaKaHCUM

N BbISICHWUN, YTO Bonee 50% no3unumi ona HaynHawmx cneumannctos Ub
COCPEenoTOYEHO B TPEX chepax — PUHAHCDI, FOCYOAPCTBEHHbIE
NHPOPMALMOHHbIE CUCTEMbI M KOMMEpPYECKN CeKTOP. IMEHHO No3aToOMy

Mbl BKIFOUMIX B MPOrpamMmy paclumpeHHoro Tapuda Tpu brusHec-Kenca

C peanbHon cneunduKom 3TUX HanpasneHW. Tak Bbl NOAYYUTE MPUKIAOHOMN
onbIT B chepax 1 NOBbICUTE CBOW LUAHCbI MONACTb Ha paboTy Tyaa, rae cenvac
OonblUe BCEro BO3MOXXHOCTEWN.

Kak 1 B ntobom npodpeccnoHanbHOM 0byyeHnu, n 6a3oBbii, U PaCLUMPEHHbIN
Tapudbl BKITOYAOT UTOrOBbIN NPoeKT. Ho B paclumpeHHoOM Tapude

Bbl NPONOETE ero B yC/I0BMSAX, BNN3KNX K peanbHon paboTe: Bam OygeT
BblAeNIeH HAaCTAaBHMK, KOTOPbIN BbICTYMNUT B PO/IM TUMAMOA — OH OyaeT CTaBUTb
3a[a4u, NPOBEPSTb PELLEHUS N PETYAPHO AaBaTb 06pATHYO CBA3b.

Takaa Mofenb MoOMOraeT He NPOCTO CAATh NPOEKT, a NPOYyBCTBOBATb,

KaK YCTPOEH npouecc B HacToswen MIb-komaHae, v ObicTpee aganTUpoBaTbCS
Ha nepBou paboTe.

Keuncobl B Tapude co3gaHbl COBMECTHO C KOMaHO0W MHXEHEPOB

No MHGOPMALIMOHHOM 6e30MaCHOCTW U3 Pa3HbIX AenapTaMeHToB AHOeKCa
(Anpekc.MNen, AHpekc.MapkeT, AHOEKC.300pP0OBbE) HAa OCHOBE NX PeasibHOro
onbITa. DKCNepTbl BIOXWIIN B MaTepuasibl CBOM MeTOA0N0r MK, NoaxXoab!

N NyYLIne NPakTUKM U3 paboTbl. Bbl Byaete yunTbcs y Tex, KTO 3alULLaET OAHY
N3 KpynHenwwunx I T-komnanmm Poccun.

Bbl Tak)Xe nonyuynTe BO3MOYKHOCTb MOY4YaCcTBOBATb B 3aKPbITON CECCUN
BOMPOCOB 1 OTBETOB C AencTayolwmnm b-cneymanmuctom Axpekca — 3agatb
BOMPOCHI, Y3HATb, KaK YCTPOEHa paboTa U3HYTPU, U NEePEHSTb LEeHHbIM OMnbIT
HanpaMyto oT npodeccnoHana.
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ba3oBbiv Tapud PaclumpeHHbin Tapnd
11 mecsiLeB — NPOJOIHKNTENBHOCTb KypCa 13 MmecsiLeB — NPOJOIHKNTENBHOCTb KypCa
4+ npoekTa B NopTdonno 4+ npoekTa B NopTdonno
20 BOPKLUOMNOB C HACTaBHMKOM 20 BOPKLUOMNOB C HACTaBHMKOM
ba3oBbin Tapud
PakynbTaTUBHbIN KYPC MNoprotoBuTeNbHbIN 6/10K. OCHOBBI 3HAHWI 1Hepnens /15 vyacos

O KOMIblOTEPE

Mopaynb 1. HacTponka CnpuHT 1. HacTpomnka NokKanbHOM KOPNopaTUBHOMN 2 Hepenn / 30 yacos

kopnopatneHbix T-cepeuncos CeTW B aMynaTope

BCPEOEIMYISALMM S
CnpwuHT 2. HacTpomka onepauyioHHON CUCTEMDI 2 Hepenun / 30 yacoB
CnpwuHT 3. Pa3BépTbiBaHME 2 Hepenun / 30 yacos

NHPPACTPYKTYPHbIX CEPBUCOB

CnpuHT 4. 3anyck NpuKiagHbIX CEpBUCOB 2 Hepenn / 30 yacoB
C KOPPEKTUPOBKOW KOHPUrypaumnm

CnpwuHT 5. NpoekTHas paboTta N°1 2 Hepenn / 30 yacoB
KaHukynbl 2 Hepenn
Mopynb 2. ObecneyeHune CnpuHT 6. MopgenunpoBaHue yrpo3 2 Hepenn / 30 yacoB
0E30MACHOCTM KOPMOPATUBHDIX 7777 o oo oo oo o
CepBUCOB CnpuHT 7. CeTeBas 6e30MacHOCTb BEG-NPUNOXEHNI 2 Hepenu /30 yacos
CnpwuHT 8. be3onacHOCTb BXxogAaLlen 2 Hepenun /30 yacoB

3NEKTPOHHON MNOYThI

KaHukyrbl 1Hepens

CnpuHT 9. be3onacHOCTb KOHEYHbIX YCTPOUCTB 2 Hepenun / 30 yacoB
CnpwuHT 10. Be3onacHOCTb KOPNopaTUBHOM CETU 2 Hepenun / 30 yacoB
CnpuHT 11. BoigsBneHune yrpo3 n BHegpeHme 2 Hepenun / 30 yacoB

Tpebyemoro cpeacTaa 3aWwmThl
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Cneunanuct no MHPOPMaALIMOHHOWN
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ba3oBbin Tapud
Mopayneb 3. CnpuHT 13. ADMUHUCTPUPOBAaHUE U NOOAEPXKKA 2 Hepenun /30 yacoB
AOMUHNCTPUPOBAHME, CP€encTB 3aWmThl
NOOOEPXKKA MYCTPAHEHME
HEeMCNPaBHOCTEN CPECTB CnpuHT 14. Pernctpaums cobblTuii: paccnefoBaHme 2 Hepenu / 30 yacos
33Tl MHOPMaLLUM WHUWOEHTOB, MOUCK N YCTPAHEHWE HENCNPABHOCTEN
(TpabnwyTunHr)
CnpuHT 15. NpoekTHasa paboTta N°3 2 Hepenun / 30 yacos
KaHukynbl 2 Hepenn
Mopynb 4. PaspaboTka CnpuHT 16. NprmeHeHne TpeboBaHUI CTaHOAPTOB 2 Hepenun / 30 yacos
MBHEAPEHUE MOJNIUTUK e oo oo oo oo oS
6e30MacHOCTH CnpuHT 17. lonck anbTepHaTUBHbIX PeLLeHNIA 2 Hepenu / 30 yacos
Mopaynb 5. Buptyanmnsauyus CnpwuHT 18. BupTyanusaumsa n KoHTemHepusaums 2 Hepenn / 30 yacoB
MKOHTEMHEPUBALMS S
KaHukynbl 1Hepens
NToroBbin npoekT 6aszoBoro Tapmnda 2 Hepenn/30 yacoB

PacwwimpeHHbIn Tapud*

*TepBble 18 cnpUHTOB PaclumMpeHHOro Kypca nosIHOCTbo coBnagatoT ¢ bazoBbiM.

Mogaynb 6. 3awmTa CnpuHT 19. Kak 3aWmTTb rOC.CUCTEMY U MPUBECTU €€ 2 Hepenun / 30 yacoB

COBPEMEHHbIX B COOTBETCTBME C TpeboBaHMSAMM perynsaTopa

MHOOPMALMOHHDBIX CUCTEM oo T
CnpuHT 20. KomnnekcHbin kenc: PaccnegoBaHme 2 Hepenun /30 yacoB

WHUWOEHTA B3/IOMa roCcyaapCTBEHHOWM
MHPOopPMaLUnoHHOM cucTemMbl «ocCepBuC»

Mogaynb 7. 3awmTa nnpopmauymm CnpuHT 21. Kak 3aWwmTtnTb 6aHK 1 ero KNIMeHToB 2 Hepenun / 30 yacoB

B OAHKOBCKOM CIEPE S
CnpuHT 22. KomnnekcHbiv kenc: «lpoBegeHmne ayauta 2 Hepenn / 30 yacos

cUcTeMbl 3aWmTbl BaHka»



[MpepunaviHr 00

1Hepens | 15 yacos B 3TOM Bn1oke Mbl paccka3biBaeM 0 6a30BbIX MPUHLMMNAX PaboThbl
nponas ero, Bbl OyaeTe yBepeHHee YyBCTBOBaATb Cebs B Havane
obyyeHus.

Copep)xaHue

OcHoBbI 3HaHUIA Tembl

O KoMrbtoTepe 1. Kak paboTaeTt komMnboTEP

2. Bbixop B ceTb: OT gOMalLLHEro poyTepa Ao KOCMNYeCKoro CryTHuKa



HacTpounka KopnopaTUBHbIX

NT-cepBMNCOB B cpeae aMynsaLmu

O1

12 Hepenb | 180 yacos

Copep)kaHue

HacTpouTte KopnopaTnBHYO CETb C MOYTOM, BED-NOpTaom,
$pannoBbIM CEPBEPOM N MHPPACTPYKTYPHbLIMU CEPBUCAMMU

B aMynsATOpE

CnpuHT 1.

B aMyNnsiTOpe

HacTpowka nokanbHom
KOpMnopaTMBHOWM CETH

TeMmbl
1. BBepeHue B cetn
2. CeTeBble TEXHONOTrUU
3. AODMUHUCTUPOBaHWE CeTU

MpakTuka

[MpoekTnpoBaHME N HACTPOKKa
NTOKasIbHOW KOPNOPaTUBHOM CETH
B AMynaTOpPE A1 ABYX OTAENO0B
KOMMaHUN N CepBEPHON KOMHATbI

Be6buHap
Pa3bop KelncoB C HACTaBHUKOM

CnpuHT 2. HacTtpowka
onepayMoHHON

CNCTEMbI

TeMmbl

1. OCHOBBbI ONEepPaUMOHHbIX CUCTEM
2. Linux

3. Windows

MpakTuka

[MogrotoBka OTYETA NO peannsaunn
MOHUTOPWHIa

Be6GuHap

Pa3bop ¢ainoB c NOMOLLbIO
bash-ckpuntoB

Pa3BépTbiBaHMe

NHPPACTPYKTYPHbIX
CepBUCOB

Tembl

1. Bo3BpallaemMcs K ceTeBbiM
Mopaensm

2. Hactpansaem DNS nNTP

3. LUeHTpanm3oBaHHOe ynpaBneHne

4. Pe3epBHOE KONMMpoBaHmne

MpakTuka

Pa3zBépTbiBaHME MHOPACTPYKTYPHbIX
CEpPBMCOB B CETU KOMMAHUMN
«Bokpyr cBeTa»

BeGuHap

NHpacTpyKTypa gocTtyna
Active Directory

CnpuHT 4. 3anyck
NPUKNagHbIX
CepBMCOB

C KOPPEKTUPOBKOW

KOHOUrypaumm

Tembl

1. BBepgeHve B npuknagHbie
CepBUCHI

2. DNeKTpPOHHas noyTa

3. Beb-pecypchl

4. dannosble cepBepbl

MpakTuka

3anycK NpuknagHbIX CEpBMCOB
C KOPPEKTUPOBKOMN KOHPUTrypaLnm
ona ctaptana CloudSecure

Be6GuHap

MapLupyT A0CTaBKM 3NEKTPOHHbIX
nmcem

[MpoekTHas paboTta
N°1

CnpuHT 5.

HacTponka koprnopaTuBHON CceTU
HacTtpounTe KopnopaTuBHyo CETb

C OCHOBHbIMU BU3Hec-cepBMcamm (NoyTa, Beb-nopTanom, GannoBbiii cepsep)
N MHOPACTPYKTYPHBIMU CEPBUCAMM B SMYNATOPE, HANaAUTE MOHUTOPUHT

paboTocnocobHOCTU cepBepa

MpoekT



ObecneyvyeHne 6e30NacHOCTW
KOpPNOpPaTUBHbIX CEPBUCOB 02

14 Hepenb | 210 yacoB BbissBUTE 1 oLeHUTE aKTyasbHble YIrPO3bl KOPNOPATUBHOM CETW.
BHeppuTe cpeacTBa 3almnTbl MHPOPMaLMK, KOTOPble TpebyroTcs,
4yTOObI HEMTPANN30BaTb BbISIBIIEHHbIE YIPO3bI

CnpuHT 6. MopoenupoBaHue Tembl MpakTuka
yrpos 1. BusHec-npoueccbl KOMNaHNU MopenupoBaHme yrpos
2. BoisBneHue puckos B kence «HBecTl1po»
3. MopgenunpoBaHue yrpos
RENVP yre BeGuHap
OueHka pnckoB MHGOPMaLMOHHOMN
6Ge3onacHoCcTu
CnpuHT 7. CeTeBas 6e3onacHOCTb Tembl MpakTuka
BEO-NPUIOXKEHN 1. ATaka Kak Lieno4ka cobbITui lMownck 1 ycTpaHeHne ys3BUMOCTEN
2. Ataku Ha Beb-npunoxxeHus B NpunoxeHnn «Cok n GpyKTbi»
3. YcTpaHeHue ysa3BMMoCTeNn
P yA38 Be6buHap
Be6-NpunnoXxeHnmn c .
4. Web Application Firewall VIHEPTVA aTakh 1 3allinTel. T1049eMyY
Ba)XHO 3HaTb BCE Npo 0be CTOPOHbI
CnpwuHT 8. be3sonacHocTb Tembl MpakTuka
BXOAALLEN 1. MNoyTa Kak Touka BXxoaa OueHka 3¢ PeKTUBHOCTU PUNBTPOB
SNEKTPOHHON B MHPPACTPYKTYPY NOYTOBOIO CepBepa OJ19 KOMMaHUn
NnoYThl 2. ATaku Ha nouTy «CocHbIN3]leca»
3. BbissBneHue BpeaoHOCHbIX
PEA Be6buHap
paccbINoOK
4 ESG CoumanbHas MHXeHepus
N PULLNHIOBbIE MNCbMA
CnpuHT 9. be3sonacHocTb Tembl MpakTuka
KOHEUYHbIX YCTPOWNCTB 1. BekTopbl aTak Ha endpoint AHanus n yctpaHeHue ya3BMMocCTen
2. lNpoaBuHYTbIE aTakun B UHPpacTpykType Active Directory
Ha 3HOMNOUHTbI HOBOIO NoApasaeneHns KOMNaHun.
3. lNoBbiweHWe 3aWNLLEHHOCTH
HILL Be6buHap
OC (xappeHuHr OC- X 5
oT aHrn. «hardening») dPAEHUHT 1 Oe30NacHOCTb
4. Cpe[cTBa 3alUThl KOHEHHbIX'y3/108
MHPOPMaLMN KOHEYHbIX
YCTPOWCTB
CnpwuHT 10. be3onacHocTb Tembl MpakTuka
KOPMopaTUBHOM CETU 1. CeTeBasg 6e30nacHOCTb [MpoekTupoBaHUe U peannsauns
M BUObI aTaK CerMeHTUPOBaHHOMN MHDPACTPYKTYpPbI
2. lNoBbllLEeHNE 3aLUNLLEHHOCTM CETU  C NONNTUKOW CETEBOIro AOCTYNa
XaPOEHUHT CeTU
(xapn Ceccus

- OT aHrN. «hardening»)
3. CpepcTBa 3aLMTbl CETH,

obHapy>keHune

N NpenoTBpaLleHne

ceTeBbIX aTakK

BOI'IpOCbI M oTBETbl C HACTaBHMKOM



Copep)xaHue

CnpuHT 11. BbisBneHune yrpos
M BHegpeHne
Tpebyemoro cpencTaa
3aWMnThI

CnpuHT 12. MpoekTHas paboTa

N°2

Tembl

1. be3onacHOCTb KOMMNaHUU
«BceMm no gapkcrtopy»

2. be3sonacHOCTb KOMNaHUK
«Banb-koguHr»

MpakTuka

[Monck n yctpaHeHune ya3BMMoCTeN
B KOMMNaHMK1 «BcemM no gapkcTopy»

Be6GuHap
JKcnnyaTauus ya3BMMoOCTeN

AHanus 6UsHec-NpoLeccoB KOMMNaHUN, OL,eHKa Yrpo3 U BHeapeHue Mep
6e3onacHoCTH

MpoaHannsupyeTe bU3HeC-NPoLEeCcChbl KOMMaHUN, OLEHUTE YrPo3bl

N BHeOpuTe HeobxoomMMble CpeacTBa 3alLnTbl UHDOPMaLMN U Mepbl
©e3onacHoCcTn

MpoekT

AOQMUHUCTPUPOBaHUE, NoaaepxKa
N yCTpaHeHne HencnpaBHOCTEN

cpeacTB 3awWuTbl MHPOPMaLNU

03

6 Hepenb | 90 yacos

N3yunTe NonHbIN UMKN agMUHUCTPUPOBAHUS U NOAAEPXKKU CPeaCcTB
3aLLUTbI - OT BbIMOHEHUSA PYTUHHBIX 33434 MO HAaCTpoKe

1 noaaepyxKKe 0o pelleHuns npobnem paboTocnocobHOCTU CamMoro
cpencTBa nnm bmusHec-cepBUCOB.

Copep)XaHue
CnpuHT 13. AOMUHUCTPUPOBAHUE Tembl MpakTuka
N NoAAepXXKa CPEACTB 1. AoMuHucTpuposaHmne C3U AOMUHUCTPUPOBaHME M NoaaepXKa
3alunThl M 3apa4vun cneumnanmcToB CpencTB 3alnTbl Ha NpuMmepe
2. XXM3HEHHbIN LMK cepBuUCa aHTUBMpYycHoro NO
NHPOpPMaLMOHHOM Be30MacHOCTH 6
3. Kak ynpaBnaTb U3aMeHeHNaMmn BebuHap
B CEPBIICE MHbOPMALIMOHHO Ayout KOMMYHMKaL/n: KOMaHAa
6e30MacHOCTY Vb B fencTenm
CnpuHT 14. Permncrpaums coobiTuii: Tembl MpakTuka

paccnegoBaHue
MHLUWOEHTOB, MOUCK
N yCTpaHeHne
HencnpaBHOCTEN
(TpabnwyTunHr)

CnpuHT 15. MpoekTHas paboTa

N°3

PaccnepoBaHue HUMOEHTA
B B koMmnaHum «Cdepa JIornctmuke»

1. lornposaHme cobbiTui
2. PaccnepoBaHue MHUMOEHTOB
3. YcTpaHeHue aBapum

B MHPPACTPYKType Bebunap

YcTpaHeHVe aBapum

Moppep)xka cpeacTBa 3aluUThl

PelunTe Heckonbko obpalleHuii nonb3oBatenem n I T-cneumannucTos
KOPMOpaTUBHOW CETU, BbIIBUTE MPUUYMNHbI, MO KOTOPbIM BO3HUKAIOT Pa3Hble
TUMbl aBaPUIA N OLLMOOK KOHPUTYPUPOBAHUSA U UX NPUPOAY.

MpoekT



Pa3paboTka n BHeapeHune
NMNOJINTUK 6e30MacHOCTU 04

4 Hepenwn | 60 yacoB OueHnTe, HAaCKObKO NPUMEHNMbI TPeboBaHWS B CTaHOaPTE.
Ecnu TpeboBaHnsa HENPUMEHUMBbI - NPEO0XNTE albTEPHATUBHOE
pelueHue.
Copep)kaHue
CnpuHT 16. [MpnMmeHeHne Tembl MpakTuka
TpeboBaHui 1. Kak nosasnsoTcs npasuna MpumeHeHne TpeboBaHWIM CTaHOAPTOB
CTaHOapToB NHPopMaLmMoHHoM 6e3onacHocTn  ania komnaHum «Caenanm Codpr»

2. CTaHpapTbl U KaK OUEHUTDb
MX Ha NPUMEHUMOCTb
N peneBaHTHOCTb
3. MNpnMeHsem ctaHgapThbI
N YCTPaHsIEM HECOOTBETCTBMSA

BeGuHap
[MprmeHeHne TpeboBaHUN CTaHAAPTOB

CnpuHT 17. Mounck Tembl MpakTuka
aJ/IbTEPHATUBHbIX 1. NepBUYHbBIV aHaNN3 Pa3zpaboTka cTaHpgapTa besonacHom
peLeHnin 2. Kak ncnonb3oBatb y>xe HACTPOWKN MHPPACTPYKTYPbI
CyLLEeCTBYIOLWME CTaHOAPTbI 05 koMmnaHum «lMonét»
3. HanuncaHue kopnopaTnBHOIo Be6uHap
CTaHgapTa

Ceccunsa Bonpocbl 1 OTBETHI
C HACTaBHUKOM

BupTtyanunsauus
N KOHTEeUHepUu3aumns 05

1Hepens | 15 yacos Y3HaeTe, KaK UCMoNb3yeTcs BUPTYann3aunsa n KoHTenHepusayms
B KOPMNOPATMBHbIX CETSIX.

Copep)kaHue
CnpuHT 18. BupTyanusauums Tembl MpakTuka
N KOHTenHepu3aums 1. BupTyanusauums Co3pgaHune CBOeN KOHTENMHEPHOM
2. KoHTenHepunsauus nabopatopumn gns obyyeHns
Be6GuHap

MNpuMeHeHne TpeboBaHNi
CTaHOAPTOB



3allnTa COBPEMEHHbIX
MHPOPMALMOHHbIX CUCTEM 06

4 Hepenwn | 60 yacoB OueHnTe, HAaCKObKO NPUMEHNMbI TPeboBaHWS B CTaHOaPTE.
Ecnu TpeboBaHnsa HENPUMEHNMbI — NPEOIOXUTE aNlbTEPHATUBHOE
pelueHue.
Copep)kaHue
CnpwuHT 19. Kak 3awutunTb Tembl MpakTuka
rocCncTemMy 1 npuBecTu 1. Apxutektypa N'MC. KoHTekcT Ayont BupTyanbHon T'MC «ocTecT»
€€ B COOTBETCTBNE N yrpos3bl MO YEK-NTUCTY pPerynatopa 1 nogdbop
C TpeboBaHNAMM 2. 3awuTta nepumetpa NNC peneBaHTHbIX 3aga4e peLweHnin
erynstopa
pery. P N MHPPACTPYKTYPbI Be6uHap

3. ObecneyeHne cOOTBETCTBUSA
TpeboBaHMaM perynatopa
4. OLeHKa COOTBETCTBMUSA CUCTEMDI

OcobeHHOCTH 3aLLUTbl COBPEMEHHbDIX
rOCyapPCTBEHHbIX CUCTEM OT 3KCNepTa

TpeboBaHWsM perynstopa oTpacim
M NOAroTOBKa OTYETA
CnpuHT 20. KomMnnekcHbIN Kenc. Mo nHPpacTpyKType 1 CoObITUAM BOCCTaHOBUTE X0, aTakM U NepeBedeTe
PaccnepoBaHue ero B NOHATHbIN 019 PYKOBOACTBA M PerynsatopoB nnaH gopaboTok,
MHUMOEHTa B3/10Ma YTOObI 3aWMUTUTb OM3HEC U BbINOMHUTL TpeboBaHusa no 3awwmte M'C.
rocyoapCcTBEHHOW
yAap - MpoekT
MHPOPMALMOHHON

cuctemsbl «[ocCepBucy.



3awunTta UHpopMaLIMn
B 6aHKOBCKOU cepe 07

4 Hepenu | 60 yacos

PazbepéTtech, kak paboTatoT OaHKOBCKME MHPOPMALMOHHbIE
CUCTEMbDI U KaKMe yA3BMMOCTW AenatoT UX MULLEHbIO N4
KnbepnpecTynHUKoB. N3yunTe TpeboBaHMSA OTPaC/IeBOro
perynatopa ons onpeneneHns ypoBHS 3aLLuUTbl 6aHKa, TpeboBaHuS
LleHTpanbHOro baHka 1 N0O3HAaKOMUTECH C COBPEMEHHbIMMU
CpeacTBaMm 3aLmThI.

Copep)xaHue
CnpuHT 21. Kak 3awmtnTb 6aHK Tembl MpakTuka
N €ro KJINeHToB 1. BBegeHme B UHPOPMALIMOHHYIO 3awmTa YYETHbIX 3anncen u ceTu
6e3onacHoCcTb pUHTEXA B BUpPTYanbHOM 6aHke MiniBank,
2. HopmaTunBHasa 6a3a puHTEXa — npumMmeHeHne MFA v npuHumMnos
rOCT P 57580 cermMeHTauMmn 1 30HMPOBaAHUS

CnpuHT 22. KoMnnekcHbIN Kenc.
NMpoBeneHne ayanta
CUcTeMbl 3aLWmMTbl BaHKa.

3. CranpapTtbl LleHTpanbHOro

- BebuHap
BaHka 1 MeXkayHapOoaHbIn

OcobeHHOCTH 3aWuTbl MHPOPMaLINK

CcTaHOapT o
4. Mopxomb! K 3aLLMTE KIMEHTOB. B BaHKOBCKOW chepe OoT 3KcnepTa
MynbTudakTopHas OTpacin
ayTeHTudpukaumsa (MFA)
pnsa 6baHkoB

5. MNpuHUMNbLI cCermeHTaumnm
N 30HMPOBaHMA B GBAHKOBCKMX
ceTax

MpoaHann3upyeTe cucTeMy 3alLnTbl OaHKa, pa3paboTaeTe U BHeOpUTe NaH
MO YCTPaHEHUIO BbISIBNIEHHbIX PUCKOB, MPOTETCTUPYETE PELLEHWE U MO UTOTY
odopMmnTe OTUET 019 PYKOBOACTBA.

MpoekT

NToroBbin NpoeKTHbIN MecsiL, 08

3 Hepenu | 45 yacos

MpoekT
Ceccus: BonpocCbl 1 OTBETDI
HacTaBHMKA

B pamMkax npoekTHOro Mecsiua norpys3untechb B cPepy 31eKTPOHHOMN
KoMmMepumn. HactponTte cnctemy 3aLlmTbl OHNaMH-MarasnHa

B COOTBETCTBUU C O13HEC-TpeboBaHMAMU U CTaHOJAPTaMMW.
[MponpgeTe BCe Wwaru - ot ayauTta u BHegpenus C3U

00 TECTUPOBAHUA N GOPMUPOBAHUSA BHYTPEHHEIO OTYETA



fHpekc lNpakTukym

KapbepHbIn TpekK

YyacTue 6ecnnaTtHoe

J1oCTYyNHO B TeUeHne 3-Xx MecsiLeB Nocse NoayyeHns gunioma | I I I I I I II
MO>KHO NPOXOAUTb C OCHOBHOM NPOrpaMmmMoi obyyeHns

KapbepHbI Tpek noMoraeT cCTyaeHTaMm [1pakTuKymMa HayunTbCs COCTaBMATL Npe3eHTabenbHoe pe3toMe

1N NopPTPONINO, MMCATb CONPOBOAMTESNbHbIE MMCbMA, aHAIM3UPOBAaTb PbIHOK TPyaa, MOTPEHMPOBATLCS
NpoxXoanTb cobeceqoBaHUs, NOMYYNTb MAPTHEPCKMUE BaKaHCUM U KapbePHYIO NOMOLLLb.KapbepHbIn Tpek
OpPraHM30BaH TakK Xe, KakK U NpeablayLime TeMbl: TEOpUS U NPaKTUKa. TPEK BKJIIOYaeT B cebs MeToanyeckme
MaTtepuanbl, BEOMHapbI, AOMaLLHKE 3aaHns U noaaepXkky HR-cneunanmcTos.

J[loCcTyn K KapbepHOMY TPeKY OTKPbIBAeTCA Ha CTapTe obyyeHus.

00 BBogHbI 3Tan. AHanu3 pbiHKA U KapbepHas cTpaTterus 3 y4aca
o1 MoprortoBka K NOUCKY paboTbi 4 Hepenu
20 yacos
02 AKTUBHbI NOUCK paboThI OT 2-X
0o 8-mu



BBogHbIN 3Tan. AHaNn3 pbiHKaA
N KapbepHasa cTpaTterus 00

3 yaca

Copep)kaHue

Ha BBOOHOM 3Tane Bbl U3y4NTE TEKYLLINIM PbIHOK TPYyAa

n TpeboBaHna paboToaaTtenen, onpeaenmTe CBOK KapbePHYIO

Lenb N Hay4YnUTeCb CONOCTaBNAATb MNPodecCnoHasbHble HaBbIKU

C aKTyaNbHbIMM 3aNpPOCcCaMm PbIHKA, YTOObI NOCTPOUTb 3PPEKTUBHYIO
CTpaTeruto TpyaoyCcTponCTBa.

TemMbl

LONOURWN=

BeeneHue B KapbepHbIn Tpek

Tunbl KOMNaHUN, 0COB6EHHOCTU PABOTbI B HUX
dopmaTbl 3aHATOCTUN U HaMMa

KaHanbl noncka n pecypchl

KapbepHas uesnb

Crparterunsa noucka

Kak untaTb BakaHCUW: CTPYKTYpPa U TpeboBaHus

. Kak yntaTb BakaHCUW: YPOBHU NO3ULMIN U 30HA OTBETCTBEHHOCTMU
. Kakmne BakaHCUM ncKaTb: JOMEHHasa cneumanm3aums

. 3apnnaTtbl U CAPOC Ha PbIHKE

. TpeHabl pbiHKa U MOUCK PaboTbl Yepe3 HETBOPKUHI

. YUto panbLue



[ToaroToBKa K MOUCKY paboThl

O1

20 yacoB | 4 Hepenu

CopeprkaHue

30ecb Mbl NOMOXeM BaM cobpaTb Bce Heobxoaumblie

ONS TPYOOYCTPONCTBa apTedakTbl M NPUOOPECTUN HY>KHbIE HABbIKM.
Bbl cocTaBUTe pe3tome, cobepéte NopTPoImo, HanuLeTe
conpoBoauTenbHoe nmcbMo. C Hallen Noaaeps>Kkom NnoaroToBUTeChb
K UHTEPBbIO.

Mopaynb 1. CnpuHT 1.
Pesiome

KTO 2, 4TO yMEIo 1 Yero xouy?

Komy 1 g1g 4Yero Hy>kHO pe3tome?
[NaBHble NpaBwIa N CTPYKTYPa XOPOLLEro
pes3iome

CocTaBnsem pestome

KactoMmusauusa pesiome nog BakaHCUmn

MpoekT
COCTaB/ISIEM pe3iome

Mopynb 2. CnpuHT 2.

Moptdonmo
N conpoBoanTENbHOE
NUCbMO

MopTdonno — 3a4emM 1 KoMy OHO HY>XXHO
Kakune paboTtbl 4o6aBnTb B NopTHOonno
[ne nybnukoBaTtb 1 Kak 0dopMnTb NOPTHOINO?

MpoekT
obupaem noptdonmo

Kak 1 3a4emM nncatb conpoBoguTenbHoe MMCbMO
Nandxak N°1: ucnonb3yem aganTmMBHbIN LWWABNOH
JNlandxak N°2: YandexGPT ons
COMpPOBOAMTENbHbIX MNCEM

MpoekT
conpoBoguTenbHOEe
NNCbMO

Mopgynb 4. CnpuHT 4.

CobecepnoBaHue

Kakue bbiBatoT cobecenoBaHms

CodT CKMNbI: YTO CNPALUMBAIOT M Kak OTBeYaTb
Bonpochkl no copT-ckmnnam, 4actb 1

Bonpockl no copT-ckmnam, yactb 2

Ba)kHble geTanun oo v nocne cobecegoBaHns
Mpo peHbrn

TexHnyeckoe cobecepoBaHme

MpoekT
camMonpe3eHTauus



AKTUBHbI NONCK PaboThbl 02

oT 2-X 00 8-Mmu MecsiLeB DTO NporpamMma ConpoBOXAEHUS A1 TeX, KTO NPOLIEN 3Tan
[MoaroToBKM K MOUCKY M HAXOOAMTCS B aKTUBHOM NMOUCKE PaboThl.
Ha 3ToM 3Tane KapbepHble KOHCY/bTaHTbl OyayT Noaaep>XmBaTb
BaC M MOMoOraThb, YTOObI Bbl MoNny4Ynnu opdep

Kak YCTPOEH 3Tall aKTUBHOIO NOUCKA

- MapTHEpPCKME BaKaHCUM C HU3KUM NMOPOroM BXoaa,
rge y>e paboTaloT HallW BbIMYCKHUKMW.

- Pazbopbl npobnem nomcka paboTbl Ha MHANBUAYAJbHbIX CECCUAX
C KapbepPHbIM KOHCY/TIbTAaHTOM.

- Cepsuc Kapbepa ot AHaekc NpakTukyma — y Bac oyger
OTAENbHbIN INYHBIA MHCTPYMEHT, B KOTOPOM MOXHO UCKaTb
BaKaHCUWN, OTKJIMKATbCA 1 CNeauTb 3a NPorpeccom.

- TpeHupoBo4Hble cobecenoBaHms, BeburHapbl ¢ HR, npoxxapku
pe3toMe, Pa3bopbl OTKIMKOB U Ap. — BCE, YTO NO3BOUT
npnbaBUTb BaM YBEPEHHOCTU B NOMCKe pPaboThl.

MacTtepckas 03

oT 2-X 40 8-MU MecsaueB TyT Bbl CMOXeTe yCOBEPLLUEHCTBOBATb CBOU HaBbIKW, BbIMOJTHSIS
NPOEKTHble PaboTbl OT peanbHbIX 3aKa34mMKoB. iMu MoryT ObiTb
KoMMepyeckme komnaHum nnm HKO.

Yem nomoxxet MacTtepckas

- PeanbHbIn npoekT — Bbl paboTaeTe B KOMaHAe Haf, MPOEKTOM
OT KOMMaHUN U HEKOMMEPYECKOWM OpraHn3auum

« [TOMOLLUHMK-HACTaBHUK — HAaCTaBHUK MPOBOAMUT Ball MPOEKT
nna MacTtepckon, puck olmbok MUHUMKU3UPYETCS

- Kenc c noptdonno — Bbl JOBEAETE NPOEKT A0 KOHLLA
N CMOXKeTe BKIIOUNTb ero pesynbTaThbl B pe3tome, NopThonmo
M Ha cobecenoBaHUS

- Bbl ObICcTpee HanpéTe paboTy — AOMONMHUTENbHbIN BbINOSTHEHHbIN
NPOEKT NPUAAET BaM KOHKYPEHTHbIX MPEenMyLLLEeCTB NP NOUCKE
BaKaHCUM M 3aKa30B

MpakTuka - BbinonHeHWe NpoekToB, NCCIeA0BaHNM, pa3paboTKka cTpaTernm
019 3aKa34MKOB, 0bLLeHMe € 3aKa34ynkom ot bpuda
[0 npe3eHTaumm pabor.

- BebuHapbi c pa3zbopom Kencos.



